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1 INTRODUCTION

This guide describes the requirements for accessing the OMIE Information Systems at a client
workstation and the necessary steps to start using the Web environments of the Electricity
Market’s Information System (hereinafter, SIOM).

The SIOM Web environments require using user certificates provided by OMIE either in smart
card format or in a file format (software certificate) to log in.

To set up the client workstation, the Client Workstation Installer will be used to access the OMIE
Information Systems. By using this installer provided by OMIE, the installation process is
automated, minimizing the manual actions that have to be carried out.

It does not include sections for installing standard software and in a client hardware
components, such as the operating system, a browser, or the hardware installation of the card
reader. However, the necessary requirements in terms of versions, as well as some details on
their configuration for proper operation, are provided in detail in the following sections. For basic
product installation, you must refer to the respective installation guides or help.

Note: EDGE is the recommended browser, and OMIE will offer support for it. Though
accessing the market may be possible with other browsers, they are not officially
supported by OMIE as they are not specifically tested for it.
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2 SYSTEM REQUIREMENTS

2.1 Main components and versions

The main software and hardware components required to use the SIOM Web environments are
the following:

Operating system:
o Windows 10
o Windows 11 (recommended)
e Browser:
o Microsoft Edge (supported and recommended browser)
e Registration of the certificates to be used.
e |Installation of the OMIE Root CA.
e The Fortify app (included in the OMIE web installer) for the digital signature of deliveries.

guiaconfaccesosistemasomie-edge.pdfThese requirements are described in more detail below,
along with additional configuration options.

2.2 Screen resolution
The website was designed for an optimal configuration of 1280x1024 pixels and 65536 colors.
The following are recommended as maximum display settings:

e 1366x768 resolution and medium font size (125%)

e 1600x900 resolution and medium font size (125%)
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3 USING THE CLIENT WORKSTATION INSTALLER

The installer provided by OMIE (OMIE Setup EDGE.zip) automates the installation process,
minimizing the manual actions that have to be done. This installer can be downloaded from
OMIE’s Public Website (www.omie.es->Publications).

Publications M RER &

Proyecto
IREMEL

Technical

Documentation

Public
information and
file model

Other
publications

Extract the file from the ZIP folder and run.

Note: If the active user on the computer doesn’t have administrator permissions, the window for
entering administrator credentials will first appear.

On startup, the installer looks like this:

G Instalador OMIE MultiNav 1.3 — *
A AN Instalador componentes OMIE para
“WEEE el uso de diferentes navegadores.

Instalador de componentes necesarios para realizar la
conexidn segura con la web de OMIE,

Presione Siguiente para continuar.

Siguiente = Cancelar
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https://www.omie.es/sites/default/files/publications/OMIE_Setup_EDGE.zip
https://www.omie.es/en/publicaciones/41

When you press “Next,” the window with options for the features to install will appear. If the
installer detects that any of the components is already installed, it will be unchecked and will not
be checked unless that component is uninstalled first:

c Instalador OMIE MultiNav 1.3 — X
Seleccion de componentes P
Seleccione qué caracteristicas de Instalador de OMIE para ™ .

multinavegadores desea instalar.

Marque los componentes que desee instalar y desmarque los componentes que no desee
instalar, Presione Instalar para comenzar la instalacion.

Seleccione los componentes a Instalacion Fortify
instalar: Configuracion de sequridad del navegador

gf)escripddn
Espacio requerido: 72, 1MB a ol ratén ent d

< Atrds Cancelar

If you access the system without having any version of Fortify installed or running, a screen will
appear informing you that you need to have the Fortify application installed.

www.pruebas.omie.es dice

Se necesita tener activa |z aplicacion de Fortify especifica de REE y OMIE
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Instalador OMIE MultiMav 1.3 =

Instalando . PN
Por favor espere mientras Instalador de QOMIE para v
multinavegadores se instala. I

Ejecutar: "C:\Users\ADMINI~1\AppDataiLocal\Templinstalador_fortify.exe™

Ver detalles

o
.
Next, the Fortify installer will appear:
) Instalacién de Fortify 1.3.7 - % W Instalacién de Fortify 1.3.7 - bat
Hegir Carpeta del Menu Inicio -
Bienvenido al Asistente de Elija una Carpeta del Mend Inicio para los accesos directos de Fortify 1.3.7. v
Instalacion de Fortify 1.3.7
Este programa instalard Fartify 1.3.7 en su ordenadar. Selectione una carpeta del Ment Inicio en la que quiera crear los accesos directos del
programa. También puede introducir un nombre para crear una nueva carpeta.
Se recomienda que cierre todas las demds aplicaciones antes
de inidiar la instaladion. Esto haré posible actualizar archivos /]
reladionados con el sistema sin tener que reinidar su
ordenador. 7-Zip -~
Accessibility
Presione Siguiente para continuar. Accessories
Administrative Tools
Altova XMLSpy 2008 Enterprise Edition
AMD Settings
Aplicacién de escritorio de Cisco Webex Meetings
Connection kit
Dell
Gemalto
Herramientas de Microsoft Office
Intel v
Cancelar < Atrds Cancelar

U Instalacién de Fortify 1.3.7 — U Instalacion de Fortify 1.3.7 —

Instalande . R
Por favor espere mientras Fortify 1.3.7 se instala. v Completando el Asistente de

Instalacion de Fortify 1.3.7

Extraer: README.md... 100%

Extraer: index.js... 100% ~
Extraer: package.json... 100%

Directorio de salida: C:\\Fortify\resources\app'node_modules'file-uri-to-path\test

Extraer: test.js... 100%

Extraer: tests.json... 100%

Directorio de salida: C:\\Fortify\resources\appinode_modules'fn.name

Extraer: .gitattributes

Extraer: .travis.yml... 100%

Extraer: LICEMSE... 100%

Extraer: README.md... 100%

Fartify 1.3.7 ha sido instalado en su sistema.

Presione Terminar para cerrar este asistente.

o]
[rs}
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Note: Due to the Fortify installer’s characteristics, the application is installed for all users on that
device, but it only starts automatically if the user who installed it is the administrator. However, any
device user can start it (as long as there is no open session “in the background” for another user with
Fortify initialized; in that case, that user must first close their session).

Sections 3.1 and 4.1 outline the steps to verify Fortify’s startup and the initial authorization procedure
once the SIOM website has been accessed.

Then, if the corresponding option has been chosen, OpenWebStart will be installed unattended
(will not present any screen to the user) for all users:

Note: The document, “Download Center User Manual,” describes the startup mode for the Download
Center; for this, OpenWebStart must be installed.

This is the last step in the SIOM installer process.

Instalador OMIE MultiMNav 1.2 —

Instalador OMIE MultiMav 1.2 —

instalactén Complctada sy -~ Finalizacién del Instalador de OMIE
La instalacién se ha completado correctamente, w w

Completado La instalacion se ha completado con exito.

ver detalles

Siguiente = Cancelar < Afras Cancelar
~

Note: Restarting the computer is recommended afterward to see if Fortify loads at startup. See section
3.1 of the guide.
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3.1 Fortify boot check
To check that Fortify is running, go to the notification area on the Windows taskbar; there, this

icon should appear:

Note: In case of doubt, it is recommended to restart the equipment first and check if, after
starting, the icon appears. In the case of a user with administrator privileges (case of local
Administrator or a single user on the computer) it should be started by default. Otherwise, it is
recommended to follow the steps indicated in point 3.2.

You can check that it is the version authorized by REE and OMIE by right-clicking to show the
‘About’ window; there, you should see the message highlighted in the image:

U Acerca de ot

Fortify Por Peculiar Ventures
Versién 1.3.7
© REE y OMIE. Todos derechos reservados.

Cerrar

If you can’t find that icon in the notification area, you can manually start the application as
follows:

1. Using Windows finder, type “Fortify” into the text box.

£ Fortify
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If the application is installed, it will appear as available to run, like in the image shown.

Todo Aplicaciones

Mejor coincidencia

@ Fortify

Aplicacion

Aplicaciones

Documentos

Configuracién

Mas

Fortify

orti
@ Fortify > Aplicacion
@ Firefox >
OneNote for Windows 10 > =7 Abrir
Carpetas (4+) LD Ejecutar como administrador
Documentos (2+) [T_I, Abrir ubicacion de archivo
Configuracion (4+) 9 Anclar a la barra de tareas

] Desinstalar

2 forify I

2. If the application doesn’t appear in the search, enter the path C:\Fortify and locate the
executable Fortify.exe.

On Fortify’s initial startup, it may ask for permissions for the Windows Firewall:

ﬂ Alerta de seguridad de Windows >

O Firewall de Windows Defender blogqued algunas

caracteristicas de esta aplicacion

Firewall de Windows Defender blogued algunas caracteristicas de Fortify en todas las redes B
plblicas, privadas v de dominio, .
MNombre: ortif I
Editor: Peculiarventures Team
Ruta de C:\fortify\fortify.exe L
BCCEs0: ]
Permitir gue Fortify se comunigue en estas redes:
Redes de dominio, come |a del trabajo [
[[JRedes privadas, coma las domésticas o del trabajo
[]Redes pablicas, coma las de asropuertos y cafeterias (no se recomienda porque
estas redes publicas suelen tener poca seguridad o carecer de ella)
£Cudl es el riesgo de permitir gue una aplicadén pase a través de un firewall? ]
le
® Permitir acceso Cancelar 1
]

Leave “Network domains, such as work” checked and click “Allow access.” Windows will ask for
administrator credentials.

Version 3.00 GuiaConfAccesoSistemasOMIE.docx Page 10 of 20



Activate Fortify LOGs:

Right-click on the Fortify icon . then on the icons next to the Windows Date/Time, and select
“Settings.”

GESTIONAR LOG
Acerca de

Settings

Habilitar/Deshabilitar ()

Salir

Click on “MANAGE LOG” and slide the button to the right so that it looks like the upper-right
screenshot. Close the window with the “X.”
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3.2 Additional steps for a user without administration privileges

If Fortify doesn’t start automatically for that user, as would be the case of a user without
administrator privileges, a shortcut to Fortify.exe can be added to the startup folder. This way, it
will run every time the user logs into Windows. To do this:

1. Run the following command: shell:startup

I Ejecutar >

Escriba el nombre del programa, carpeta, documento o
== recurso de Internet que desea abrir con Windows.

Abrir; | m w

Aceptar Cancelar Examinar...

2. A window will open with the user's Home folder. Create the shortcut to Fortify.exe
here (very important: create a shortcut, not a copy of the executable):

Meersh USERNStart MenutProgramshStartup

) Mombre

'ﬁ} Fortify.exe

If a user leaves the session open on a computer with Fortify launched and another user logs in
on the same computer, Fortify will display the Javascript error message EADDRINUSE and wiill
not work:

) Error x
@ A JavaScript error occurred in the main process

Uncaught Exception:

Error: listen EADDRINUSE: address already in use::31339
at Server.setuplistenHandle [as _listen2] (net.js:1300:14)
at listenInCluster (net,js:1348:12)
at Serverlisten (netjsi1436:7)
at t.5erver.init (C\Fortify\resources\apph\outimain,js:17:379973)
at v.initServer (C:\Fortify\resources\apphoutimain.js:172:11835)
at v.onReady (C\Fortify\resources\apphoutimain js:172:10840)

In this case, the first user needs to log out or at least close Fortify.

Nota: The same error can be replicated if the user with administrator privileges takes the step of putting a
shortcut to Fortify in their Startup folder, in which case to reverse it they must remove the shortcut from

the previous folder.
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4 MANUAL CONFIGURATION OF THE CLIENT WORKSTATION

This section provides additional information that may be needed for the proper configuration of
the client workstation.

4.1 Initial Fortify authorization

The first time the system is accessed by each browser, the Fortify application will request
authorization to access the certificate store and associate the selected certificate with the
Market Website URL and the browser used. To do this, the screen shown below will appear.
There, you must check that the code shown in both windows is the same, and both must be
accepted.

www.pruebasd.omie.es dice

Key session PIN:442950

4 4 2 9 6 0

4.2 Registering the OMIE ROOT CA certificate

The client workstation installer installs the OMIE ROOT CA for Edge. However. Also, due to
domain policies applied at the agent’s workstation, the installation of this certificate could fail
during installation.

4.2.1 Registering the ROOT CA in EDGE (only in case there are any issues).

This step is only necessary if, for whatever reason (generally, the organization’s domain/security
policies), registering the OMIE Root Certificate fails or if it is removed from the Windows
certificate store after the computer is restarted, for instance.

If the OMIE ROOT CA certificate isn’t installed, you will get a notice like this one when trying to
log into the Market Website:
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im} Error de privacidad x |+ - [m} X

& (@] A Noseguro | https//www.mercado.omie.es 8 1=

A

Su conexion no es privada.

Es posible que los atacantes estén intentando robar tu informacion de www.mercado.omie.es (por ejemplo
contrasefias, mensajes o tarjetas de crédito)

NET::ERR_CERT_AUTHORITY_INVALID

Avanzado

The first step will be to get a copy of this root certificate. To do this:

‘ Mot secure Reps://www.mercado.omie.es

About mercado.omie.es

A Your connection to this site isn't secure

Don't enter any sensitive infermation on this site (for

example, passwords or credit cards). It could be stolen

by attackers.
i ) ) o Your connection to this site isn't secure
You have chosen to disable security warnings for this site. < @ X
Re-enable warnings

The certificate for this site is not valid.

&> Permissions for this site Because this connection is not secure, information (such as
passwords or credit cards) will not be securely sent to this site and
Cookies (5 cookies in use) > may be intercepted or seen by others.
We suggest you don't enter personal information into this site or
Qﬂ Tracking prevention for this site (Balanced) Q avaid using this site,
Trackers (0 blocked) > w

¢ Click on the “Not secure” warning and on the “>” symbol.

&3

e Click on the certificate symbol:
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@k Certificado
General Detalles Ruta de certificacidn

Ruta de certificacién

B OmicCAl

-~ www.mercado.omie.es

Estado del certificado:

Ver certificado

No se confia en este certificado de raiz de CA porque no figura en el
almacén de entidades de certificacion raiz de confianza.

@k Certificado
General Detalles Ruta de certificacidn
Mostrar:  <Todos>

Campo Valor ~
[Elversién V3
[ZINGmero de serie 01
[Z]Algoritmo de firma  sha256RSA
[E]Algoritmo hash de... sha256
[ZlEmisor OmieCA, OMIE PKI ...
[Elvélido desde martes, 22 de marz...
[Elvélido hasta sabado, 22 de marz...
Elsujeta OmieCA, OMIE PKI ...
[ElClave niblica RSA (4006 Rits) v

Editar propiedades...

Copiar en archivo...

Aceptar

e Click on “Certification Path,” then on the “OmieCA” entry, and on “View certificate.”
e Click on “Details” and “Copy to file.”

€ Z¥ Asistente para exportar certificados

Formato de archivo de exportacién

Los certificados pueden ser exportados en diversos formatos de archivo.

Seleccione el formato que desea usar:
(®) DER binario codificado X.509 (.CER)
(X509 codificado base 64 (.CER)
() Estandar de sintaxis de cifrado de mensajes: certificados PKCS #7 (.P7B)

Incluir todos los certificados en la ruta de certificacién (si es posible)

Intercambio de informacion personal: PKCS #12 (.PFX)

X

Incluir todos los certificados en la ruta de certificacion (si es posible)

Eliminar la dlave privada si la exportacion es correcta
Exportar todas las propiedades extendidas
Habilitar privacidad de certificado

Almacén de certificados en serie de Microsoft (.S5T)

Cancelar

e Select “DER binary...” and click “Next.”
o Click on “Browse,” find the path where you want to save the certificate, give the file a
name (for example, CA_OMIE.cer), and click Next.

«

£# Asistente para exportar certificados

Archivo gue se va a exportar
Especifique el nombre del archivo que desea exportar

Nombre de archivo:

C:\Users\DTID\Documents\CA_OMIE.cer

‘ Examinar... I

Cancelar
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&«

£* Asistente para exportar certificados

Finalizacion del Asistente para exportar certificados

El Asistente para exportar certificados se completd correctamente.

Especificd la siguiente configuracién:
Exportar claves No
Incluir todos los certificados en la ruta de certificacién No
Formato de archivo DER binario codificado X.509 (*.

Finalizar Cancelar
1 elemento

e Click on “Finish.”

¥ = | Documentos - [m] X

Inio  Compartir  Vista (7]
b v -

Nueva Propiedades Seleccionar
= P =

Anclar al
Acceso rapido L) carpeta

Portapapeles Organizar Nueva Abrir
« v T & » Est.. » Docu. v O Buscar en Documentos

~ . o
Nombre Fecha de modificacion

# Acceso rapido

I Escritorio * # CAOMIE cer 2871072021 1052
p 2 Descargas A
5| Documentos #
= Imagenes g

.b Musica

n

From this point on, we will have the OMIE Root Certificate to import it or configure it in
domain policies.

Importing on a computer would be done as follows:

e Double-click on the file previously created (in the example, CA_OMIE.cer).

¢ Inthe window that appears, click the

£* Asistente para importar certificados

Este es el Asistente para importar certificados

Instalar certificado... button.

€ &* Asistente para importar certificados

Almacén de certificados

Los almacenes de certificados son las dreas del sistema donde se guardan los
certificados.

Este asistente lo ayuda a copiar certificados, listas de certificados de confianza y listas

de revocacion de certificados desde su disco a un almacén de certificados.

Un certificado, que lo emite una entidad de certificacion, es una confirmacion de su
identidad y contiene informadidn que se usa para proteger datos o para establecer

Windows puede seleccionar automaticamente un almacén de certificados; también se
puede especificar una ubicacion para el certificado.

e} Seleccionar automéaticamente el almacén de certificados segin el tipo de
certificado

conexiones de red seguras. Un almacén de certificados es el rea del sistema donde se i (®) Colocar todos los certificados en el siguiente almacén

guardan los certificados.
Ubicacién del almacén
®Usu
O Equipo local

Para continuar, haga dic en Siguiente.

Almacén de certificados:

Cancelar Cancelar

e Select one of the two options. If you choose “Local computer,” Administrator credentials

will be required. Click “Next.”

e CRITICAL STEP: Select “Place all certificates in the following store.”
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Seleccionar almacén de certificados K

Seleccione el almacén de certificados que desea usar,

+~__| Personal ~

N = tidades de certific

i, °| Confianza empresarial
[ | Entidades de certificacidn intermedias
{ | Editores de confianza

| Certifiradne en lne ane nn es Fanfia

< >

raiz de confiar

[“IMostrar almacenes fisicos

[Chceptar | cancelr

£* Asistente para importar certificados

Almacén de certificados

Los almacenes de certificados son las areas del sistema donde se guardan los
certificados.

Windows puede seleccionar automaticamente un almacén de certificados; también se
puede especdificar una ubicacion para el certificado.

e} Sglepoonar automaticamente el almacén de certificados segun el tipo de
certificado

(® Colocar todos los certificados en el siguiente almacén
Almacén de certificados:
I Entidades de certificacion raiz de confianza

| ]

e CRITICAL STEP: Select “Trusted Root Certification Authorities.” Click “OK.”

e Click “Next.”

¢ In the next window, click _

Advertencia de seguridad

Esta a punto de instalar un certificado desde una entidad de
certificacion (CA) que afirma representar a:

OmieCA

Windows no puede validar que el certificado procede
realmente de “OmieCA". Pdngase en contacto con "OmieCA”
para confirmar su origen. El siguiente nimero le ayudara en
este proceso:

Huella digital (shal): 7066D866 05C239AC 96A50B72 6908C257
24C6B238

Advertencia:
Siinstala este certificado de raiz, Windows confiara

automaticamente en cualquier certificado emitido por esta CA,

La instalacion de un certificado con una huella digital sin
confirmar supone un riesgo para la seguridad. Al hacer clicen
“Si", asume este riesgo.

;Desea instalar este certificado?

Si I No I

e Click “Yes.”
Click “Accept.”

Asistente para importar certificados et

o La importacion se completd correctamente.

Now, the error displayed at the beginning of this section will no longer occur when accessing

the OMIE Market Website.
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4.3 Registering a User Certificate

4.3.1 Software certificates

Certificates in file format, or software certificates, are delivered in “.p12” format (PKCS #12
standard). To register certificates provided in this format, you must follow the steps outlined
below.

Download the “.pl2” file in a directory that’'s accessible from the workstation where the
certificate is to be registered. Select the file and double-click to activate it.

For a more secure configuration, it is recommended to follow the steps that appear on the
screen using the default options until you reach the following screen (by default the first option
“Enable strong private key protection” will be unchecked):

~
Asistente para importacidn de certificados &J

Contrasefia

Para mantener la seguridad, la dave privada se protege con una contraseria.

Escriba la contraseria para la dave privada.

Contrasefia:

Habilitar protecdon segura de dave privada. Si habilita esta opdon, se le
avisara cada ver que |a dave privada sea usada por una aplicacion. |

["] Marcar esta dave como exportable, Esto le permitira hacer una copia de
seguridad de |as daves o transportarlas en otro momento.

Induir todas las propiedades extendidas.

Mas informacion acerca de la proteccdn de daves privadas

L [ <awss [ siguient >_] [ Cancelar | I

Enter the password for the private key provided by OMIE, and check the box “Enable secure
protection of private keys.”

Note: If you choose not to check this box, continue to the next window and click on Finish.

Continue with the default options until the following screen:

r ~
Importacién de una nueva clave privada de intercambio ﬁ

Una aplicacién esta creando un elemento protegido.

Clave privada de CryptoAP

Nivel de seguridad: medio Nivel de seguridad...

| Aceptar |l Cancelar ]l Detalles. .. ]

—
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Click on “Security level...”.

-
Elegir un nivel de seguridad M

— — —

Elijia un nivel de seguridad apropiado para este elemento.

Solicitar mi permiso con una contraseria cuando la
informacidn vaya a utilizarse.

() Medio
Solictar mi permiso cuando la informacién vaya a
utilizarse.

< Mtras [ Siguiente > J [ Cancelar ]

%

On this screen, you can select a “Medium” or “High” security level to set up the system’s
behavior when using the certificate for accessing SIOM or signing delivery of information.

- For the “Medium” level, the browser will only show the user a warning to confirm access

to the private key.
- For the “High” level, the browser will also request to choose and insert a password to

access that private key.

It is recommended to select the “High” level and choose a password that will be used as a PIN
for accessing the system and signing the data to be sent. In this case, when you click on
“Continue,” the following screen will be shown; there, you can enter and confirm the chosen
password (it will not be known by OMIE).

g ™
Crear una contrasefia M

P - —

Crear una contraseria para proteger este elemento.

Crear una contraseria para este elemento.

Contrasefia para:  Clave privada de CryptoA

Cortrasefia: |

Confirmar:

< Atras ][ Einalizar ] [ Cancelar

After clicking on “Finish” and then on “OK,” a message indicating the end of the process will be
shown.

r 5
Asistente para importacién de certificados l&]

| Laimportacidn se completd correctamente,
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5 COMMON ISSUES

If at any time an error occurs that is not addressed in this guide, please refer to the “Erequently
Asked Questions (FAQs) on Setting Up the OMIE Information Systems Access Point” document
(OMIE | Publications: Technical Documentation).
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https://www.omie.es/sites/default/files/2021-10/faqsconfaccesosistemasomie-nuevosnavegadores.pdf
https://www.omie.es/sites/default/files/2021-10/faqsconfaccesosistemasomie-nuevosnavegadores.pdf
https://www.omie.es/en/publicaciones/41

